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AUDIT COMMITTEE MEETING 

Date of Meeting  3 March 2021 

Paper Title Internal Audit Reports: 

• Student Support 

• Payroll 

• Fraud Prevention, Detection and Response 

Agenda Item 21.06 

Paper Number 21.06A, 21.06B, 21.06C  

Responsible Officer  Henderson Loggie, Internal Auditors 

Status Disclosable 

Action For Discussion 

  
1 REPORT PURPOSE 
  
 The purpose of this paper is to submit to the Committee, for discussion, the 

following reports which have been produced by the College’s Internal 
Auditors, Henderson Loggie. 
 

• Student Support 

• Payroll 

• Fraud Prevention, Detection and Response 
  
2 RECOMMENDATION 
  
2.1 Members of the Audit Committee are invited to discuss the attached papers. 
  
3 BACKGROUND 
  
3.1 The Student Support internal audit report concludes that there is a 

satisfactory level of assurance in this area meaning that the system meets 
control objectives with some weaknesses present.  There are four low 
priority recommendations in the report. 

  
3.2 
 
 
 
3.3 

The Payroll internal audit report concludes that there is a good level of 
assurance in this area meaning that the system meets control objectives. 
There are four low priority recommendations in the report. 
 
The Fraud Prevention, Detection and Response internal audit report 
concludes that there is a good level of assurance in this area meaning that 



 
 

the system meets control objectives.  There are two low priority 
recommendations in the report. 

  
4 RISK ANALYSIS 
  
4.1 There are no specific risk implications in this paper. 

 
  
5 LEGAL IMPLICATIONS/FINANCIAL IMPLICATIONS/ REGIONAL 

OUTCOME AGREEMENT IMPLICATIONS 
  
5.1 The College is required to have an internal audit function undertaken each 

year as part of the Financial Memorandum. 
  
6 HAS AN EQUALITY IMPACT ASSESSMENT BEEN CARRIED OUT 
  
 N/A 
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Level of Assurance 
 
In addition to the grading of individual recommendations in the action plan, audit findings are 
assessed and graded on an overall basis to denote the level of assurance that can be taken from the 
report.  Risk and materiality levels are considered in the assessment and grading process as well as 
the general quality of the procedures in place. 
 
Gradings are defined as follows: 
 

Good System meets control objectives. 

Satisfactory System meets control objectives with some weaknesses present. 

Requires 
improvement 

System has weaknesses that could prevent it achieving control objectives. 

Unacceptable System cannot meet control objectives. 

 

Action Grades 

 

Priority 1 

Issue subjecting the organisation to material risk and which requires to be 
brought to the attention of management and the Audit and General Purposes 
Sub-Committee. 
 

Priority 2 
Issue subjecting the organisation to significant risk and which should be 
addressed by management. 
 

Priority 3 
Matters subjecting the organisation to minor risk or which, if addressed, will 
enhance efficiency and effectiveness. 
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Overall Level of Assurance 

Risk Assessment 

Background  

 

 

Management Summary 
 

 

 

 

 

 

 

Good  System meets control objectives. 

 

 

 

 

 
This review focused on the controls in place to mitigate the following risks on the Glasgow Clyde 
College (the college) Strategic Risk Register, while there is no specific payroll risk in place,  payroll 
does impact on the following risks; 
 

• Financial risk F2 - Failure to reduce College cost base on managed basis to meet 
requirements of the three-year financial forecast; 

• Organisational risk O4 - Risk Negative impact on employee relations (e.g. National 
bargaining, industrial action, local consultation); and  

• Organisational risk O7 - Failure to recruit and retain an appropriately skilled and effective 
workforce. 
 

 
 

 

As part of the 2020/21 Internal Audit programme for the college we carried out a review of the payroll 

arrangements. Our Audit Needs Assessment identified this as an area where risk can arise and where 

Internal Audit can assist in providing assurances to the Board of Management and college Principle 

and Chief Executive that the related control environment is operating effectively, ensuring risk is 

maintained at an acceptable level. 

 

The payroll team within Human Resources (HR) provides payroll services for College employees. All 

staff salaries and expenses payments are made through the iTrent payroll system. Where additional 

hours payments are due these are approved in line with the C llege’s Financial Regula i ns before 

payment is made. All data relating to new employees, leavers, additional hours, and changes to 

e pl yee’s s anding data is entered by the payroll team on to the iTrent payroll system.  

Once the payroll amendments are completed the payroll is run with the output subject to a number of 

validation checks. Amendments are made, where required, before the final payroll is calculated and is 

submitted for payment. The payroll cost to the College is circa £3m per month. 

 

 

 



Payroll  
 

2 

 
 

Scope, Objectives and Overall Findings 

Audit Approach 

 

 

 

The scope of this audit was to consider the key internal controls in place over the c llege’s payroll 

services and monthly salary payments to staff. Our audit covered the procedures in place within both 

HR and Finance. 

 
The table below notes the objectives for this review and records the results:  
 

Objective Findings  

Actions  
already 

underway 

The specific objectives of this audit 
were to obtain reasonable assurance 
on: 

 
1 2 3 

1. correct calculation of gross pay and 
deductions Satisfactory  0 0 2  

2. correct calculation of employer 
national insurance and 
superannuation contributions Good 0 0 0 

 

3. part-time staff, overtime and travel 
& subsistence payments are 
properly authorised 

Satisfactory 0 0 1 

4. approval and checking of changes 
to employee standing data Good  0 0 0 

5. starters and leavers are properly 
treated and enter and leave the 
system at the correct dates 

Good 0 0 0 

6. proper authorisation, processing 
and recording of payments  

Satisfactory 
0 0 1 

Overall Level of Assurance Good 

0 0 4  

System meets control 
objectives. 

 
 

 
 
 
From discussion with Payroll Team and Finance staff, and a review of procedures and 

documentation, we identified the key internal controls in place within the college’s HR and Payroll 

systems and compared these with expected controls.  We have reported on any areas where 

expected controls were found to be absent or where controls could be further strengthened. 

Compliance testing was carried out to ensure that the controls in place are operating effectively, 

concentrating on starters, leavers and variations to pay. 
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Summary of Main Findings  
 
 
 

Strengths 
 

• The payroll is processed on a monthly basis by the payroll team who update the iTrent system 
with the required amendments  and updates; 

• There are procedures in place to support the monthly payroll process; 

• Staff can access the necessary forms and payroll processes in place within the college’s 
intranet; 

• The payroll team are experienced and are well versed in the payroll process and the iTrent 
system; 

• Audit testing has confirmed that: 
 

o Gross pay had been correctly calculated, and rates agreed to details held in the HR 
system and that deductions had also been correctly calculated; 

o Employer national insurance and employer superannuation contributions had been 
correctly calculated; 

o All additional payments to part-time/relief staff, those on paid hours contracts, overtime 
and travel & subsistence payments had been checked and authorised by managers 
and correctly input into the payroll system; 

o Starters and leavers had entered and left the payroll system at the correct date with all 
details entered correctly;   

o Payments for first/final salary had been calculated correctly; and . 
o Payroll payments were properly authorised and matched with journal entries, bank 

statements and BACs records; 
 

• Approval of the payroll is in line with the C llege’s Financial Regulations; and 

• There is an effective process in place for updating the General Ledger with the monthly payroll 
output.  

 

Opportunities for improvement 
 
While the audit did not identify any specific control weaknesses, in our view there are areas where the 
existing process could be enhanced by increasing the use of electronic controls and through 
increased automation of the payroll system in the following areas:   
 

• Increased use of electronic recording including approval and documenting of key controls 
including the completion of the monthly payroll validation checks; 

• The College should also explore where additional benefits can be obtained by automating the 
process including the direct approval and uploading of additional salary payments and 
expenses;  

• As the College is heavily reliant on iTrent ESS, for the accurate processing of its payroll and 
security of personal data changes, it should obtain regular ISAE 3402 Control Assurance 
reports from iTrent providing assurance over the reliability of the controls and processes in 
place.   

• The College should introduce an additional escalation mechanism, which would supplement 
the existing HR checks, in order to ensure senior management approval before the BACS 
payment run. 
 

Acknowledgements  
 
We would like to take this opportunity to thank the staff at the College who helped us during our audit 
review. 
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Main Findings and Action Plan   

 
 

 

 

  

Objective 1: Correct calculation of gross pay and deductions 
 
The systems and procedures in place for ensuring staff within the College are paid the correct amount were reviewed during the audit and found to be appropriate. 

This included the controls over increases in pay grades and the calculation of deductions from gross pay. 

A sample of 15 employees was selected at random from the College payroll and the calculation of statutory deductions (PAYE/national insurance contributions) 
were re-performed to check for accuracy. As part of our audit testing, gross pay shown on payslips was matched to the HR system to confirm the amount of pay 
had been calculated correctly.  
 
There are a series of validation checks undertaken as part of the payroll process, which are generated when the initial payroll run is completed. These checks 
include: 
 

• New starts; 

• Leavers; 

• Variance reports - which identify any changes in pay from the previous payrolls that are above agreed parameters and therefore require further 
investigation and resolution; and 

• Errors and Exceptions - which highlight issues such as salary exceeding set threshold or no basic pay, for investigation and resolution. 
 
These reports are checked and reviewed before the final payroll is run and made ready for payment. Evidence of compliance with the documented processes and 
completion of the payroll checks is evidenced by completion of a hardcopy monthly process checklist.  
 
The results of our testing in this area proved satisfactory with no errors detected. 
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Objective 1: Correct calculation of gross pay and deductions (Continued) 

Observation Risks Recommendation Management Response 

At present the monthly payroll validation checklist is 
completed in hardcopy. Due to the current 
lockdown, we were unable to test the completion of 
this checklist as it is held within the office 
environment. However, in our view there is no 
reason why this process cannot be completed 
electronically including using DocuSign or even 
email to confirm the required checks have been 
completed prior to the payroll payment.  
 
The digital stamp created by an electronic record 
improves the effectiveness and efficiency of the 
control process as a clear record exists of when the 
check has been completed. This confirmation can 
be used to confirm that the required checks have 
been completed prior to the final approval and 
payment of the monthly payroll. 
 
 

Required payroll checks are 
not evidenced as having 
been completed prior to the 
payroll run.  

R1   The College should review the 
current monthly hardcopy checklist 
approach to identify opportunities for 
the increased use of electronic records 
to document completion of key controls 
including the monthly payroll validation 
checks. 

We agree with this 
recommendation and will 
investigate a potential electronic 
solution for payroll validation.  
 
 
 
 
 
 
To be actioned by: Assistant 
Principal, Human Resources 
 
No later than:  
 
31 August 2021 
 

Grade 3 
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Objective 1: Correct calculation of gross pay and deductions. (continued) 

Observation Risks Recommendation Management Response 

As the College is reliant on iTrent ESS for the 
accurate processing of its payroll and security of  
personal data changes, it should obtain regular 
ISAE 3402 Control Assurance reports from iTrent 
providing assurance over the reliability and accuracy 
of the controls and processes in place.   
 
IASE 3402 Control Assurance reports, are provided  
by service organisation (iTrent), these reports 
provide a view of the internal control structure for 
organisations that provide transactional processing 
services.  
 
The objective of a service organisation control report 
is to provide its clients and their independent 
auditors with information on policies, procedures 
and controls that may be relevant to their internal 
control structure and their financial statements. The 
clients use the report to understand the adequacy 
and operating effectiveness of their service 
p  vide ’s c n   ls.   
 
These reports are undertaken independently of the 
service provider by audit firms and assess the 
adequacy of the service providers internal control 
environment and its operation. However, as there is 
no contractual obligation for Midland HR to provide 
this assurance report, its provision will incur a cost 
to the college.  
 

Controls within the iTrent 
system are either not 
effective or not being applied 
effectively resulting in payroll 
errors or data losses. 

R2   For future payroll contract awards 
the College should ensure the 
approved contract will an iTrent an 
IASE 3402 Controls Assurance reports 
for service providers and obtains these 
reports ideally on an annual basis. 

The requirement for this report will 
be raised with our current system 
provider and costs to provide this 
report investigated.  If these costs 
are prohibitive, we will ensure that 
they are included in the tender 
document when we next tender or 
renew our contract. 
 
 
 
 
To be actioned by: Assistant 
Principal, Human Resources 
 
No later than: 31 December 
2021 

Grade 3 
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Objective 2: Correct calculation of employer national insurance and superannuation contributions 
 
The employer national insurance contribution calculations for the 15 employees in the audit sample were re-performed and no errors were detected.                       
 
There are currently 2 pension schemes in place, these are: 
 

• The Scottish Public Pensions Agency (SPPA) scheme, where staff contribute a percentage of their salary on a tapered rate from 7.2% to 11.9% based on 
their salary level, while the employer contributes 23% of the employee salary; and  

 

• The Local Government Pension Scheme(LGPS)- where staff contribute a percentage of their salary on a tapered rate from 5.5% to 11.20% based on their 
salary level, while the employer contributes 19.3% of the employee salary. 

 
Audit testing on the sample of employee payments showed the calculations of both employee and employer pension contributions were correct in line with these 
percentages. 
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Objective 3: Part-time staff, overtime and travel & subsistence payments are properly authorised. 
 
As part of the payroll process the College staff can make claims for additional hours payments as defined within their contract of employment including:   
 

• Hours worked (Temp teaching contracts, paid only when taking a class, or undertaking assessments); 

• Additional hours, including overtime and evening classes;  

• Holiday pay for temp lecturers;  

• Temporary promotion: and 

• Expenses claims.  
 

Additional payments 
 
For additional payments, staff within  the College  complete timesheets for additional hours, overtime and any other additional hours claims and are submitted to 
their line manager for approval. Timesheets for hourly paid employees, as well as those who perform additional work over and above their contracted hours are 
submitted to and checked by their line managers. The time sheets are submitted to the Head of Department for review and approval.  
 
Expenses claims 

 
Claims for business expenses follow the same approval process, with a claim form completed and receipts attached before being submitted for approval. The 
manager checks these claims and supporting documentation confirming the legitimacy of the claim and it is in line with the C llege’s expenses p licy  before 
emailing their approval of the claim to the Payroll Team.   
 
Payroll processing 
 
Both additional hours and expenses claims, once they have been approved, they are submitted to the payroll  who key in the details to the payroll system for 
payment. The payroll team undertake validation checks on the submitted claims, where errors are identified they are discussed and if required amended with the 
approval of the line manager prior to the payroll being processed.  
 
In addition, the team also undertake manual calculations when determining the amounts due when staff are temporally promoted  and undertaking the duties in a 
higher grade. On these occasions the completed calculation is detailed within their iTrent account in the payment month. Once reviewed and entered into the iTrent 
system, all additional hours and expense claims are paid with salaries during the next available payroll run. 
 
As part of the audit a sample of 15 payments for additional and 15 expenses was selected and checked to confirm that the payment claims had been approved in 
line with the C llege’s delega ed  inancial au h  i ies and was correctly calculated. Testing confirmed that the required controls are being applied.   
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Objective 3: Part-time staff, overtime and travel & subsistence payments are properly authorised. (continued) 
 

Observation Risks Recommendation Management Response 

While no issues were identified from the testing 
undertaken, the current process is very much an 
administrative based approach with manual input 
of information on additional payments and 
expenses conducted on a monthly basis into 
iTrent.  
 
iTrent does possess the functionality to increase 
the automation of the payroll processes. This 
approach would enable the appropriate line 
manager to approve the payment of additional 
hours, overtime, expenses and also enable staff to 
update their own payroll standing data through a 
self-service function. Once approved, the 
payments would be automatically downloaded for 
inclusion within the next available payroll. This 
would also result in the change in the role of the 
current payroll team from keying in payroll data, to 
having more time to review the legitimacy and 
accuracy of approved additional payments claims 
prior to payment.  
 
The increased use of automation would enable the 
electronic approval and uploading of these 
payments, which would improve the overall 
effectiveness and efficiency of the payroll process.  
 
In our experience the use of automated payroll 
processes, with the appropriate line manager 
approval works, operates effectively within a 
number of our clients. They utilise this approach 
for their iTrent payroll, including the use of mobile 
technology to submit claims for overtime or 
additional hours. 

The continued use of 
manual input increases the 
risk of data entry errors  
and incorrect payroll  
payments.   

R3   The College should review its 
current approach for manual input of 
information on additional hours and 
expenses and, where practical, take 
steps to automate the payroll 
processes, including the direct 
approval and uploading of additional 
salary and expenses payments into 
the iTrent system.  
 

Work is currently ongoing to develop 
an electronic timesheet and expenses 
system.  We are aiming to have this 
operational for academic session 
21/22. 
 
 
 
 
 
 
 
 
 
To be actioned by: Assistant 
Principal, Human Resources 
 
 
No later than: 30 September 2021 

Grade 3 
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Objective 4:  Approval and checking of changes to employee standing data 

The current approach     changes in e pl yee’s standing data, including bank account changes is that staff complete a change form which is emailed or handed in to 
the payroll team (when working in the office). Once received  the payroll team will action the change by updating the necessary details within the payroll system. Due to 
the current approach, the hardcopy forms are held in the office which is currently lockdown we were unable to conduct any testing in this area to confirm the application 
of the current controls. 
 
While the current approach does appear to be reasonable, in the past the College has used the self-service option where staff directly accessed and updated their bank 
account details. This approach was withdrawn when it encountered problems with timely completion which resulted in payments being issued to the wrong bank 
accounts. As highlighted in objective 3, above, functionality is available within the iTrent system to enable all employees within the College to change their personal data 
(for example their home address or the bank account their salary is paid into) through a self-service portal.  
 
As access to this self-service portal would be through the use of s a  ’s own ID and password enabling staff to update any information held on the system , it would 
provide effective control over the change process. When reviewing opportunities for enhanced use of automation which could be utilised within iTrent, the use of the self-
service portal for changes to staff personal details should also be considered. 
 
 

 

 

Objective 5: Starters and leavers are properly treated and enter and leave the system at the correct dates 

 

For all new starters, a new starter form is completed by HR which contains their personal details, the post, salary or grade, working hours and confirmation that 
documentation such as their P45 and bank details have been received. Once completed this is signed off by 2 members of the HR team before being passed to 
Payroll. The Payroll team will then check the HR information and calculate the first   n hs’ pay. This is then signed off by 2 members of the Payroll team. 
 
The new starter is then added to the Payroll system which automatically calculates salary payments due to them for the next payroll run. The details of the new 
starter are subject to a check both prior to the payroll being initially processed and a final validation of the new starter input before payment is approved.  
 
For all leavers, a letter of resignation should be submitted by the employee, which is then passed to HR. A leavers form is then prepared by HR, detailing the 
name of employee, position held, reason for leaving, final working date, any annual leave/other payments to be paid and confirmation that iTrent has been 
updated. Once signed by HR this is then passed to Payroll where they calculate the final   n hs’ salary and any deductions to be taken off and this is then signed 
off by Payroll. 
 
Audit testing was performed on a sample of ten members of staff, five new starts and five leavers during the audit period, to ensure the starter/leaver approval was 
in place and had been correctly processed with the correct starting/leaving dates added to the system. Finally audit testing assessed if the first or final salary 
payments had been calculated correctly and any monies due to the College had been reclaimed from leavers.  Our testing identified no errors. 
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 Objective 6:  Proper authorisation, processing and recording of payments 
 
Once the payroll is complete the BACS report detailing the amounts to be paid is generated and uploaded into the BACS system MOSIAC for payment. There is a  
five-stage process in place to review and approve the BACS payment. These five steps are: 
 
Step 1 – check user reference. 
Step 2 – Print off pre-submission report and check values and get report authorised. 
Step 3 – Approve submission  
Step 4 – Digitally Sign Submission 
These first four steps are reviewed and completed by the Payroll Officer, 
Step 5 –  approval and payment of the BACS which is undertaken by the Payroll Manager.  
 
A post event review of the payroll expenditure is undertaken by the Assistant Principal - Finance & Infrastructure or Head of HR. This approach is detailed within 
section 19.3 of the C llege’s Financial Regula i ns. Once the BACS payment has been created and paid, it also generates the finance report detailing the 
amounts to be input for the General Ledger, with the amounts checked and journaled to the relevant cost centres. These monthly payroll payments are reconciled 
against these journal entries and the monthly bank account statement as part of the monthly bank reconciliation process.  
 

Observation Risks Recommendation Management Response 

The current approach around payroll sign off is compliant with the 
College’s Financial Regulations in that the payroll can be approved 
and processed by the Senior Payroll Officer. This process involves a 
final check by the Senior Payroll Officer that all the authorisations 
and checks and balances, which feed into the final payroll, are 
complete. 
 
It is good practice for some form of independent approval by a 

member of the senior management team, who is not involved in 

compiling the payroll, prior to the payment of the monthly payroll. 

So, for example at Assistant Principal - Finance & Infrastructure or 

Vice Principal level. We have discussed this with management who 

have agreed that this escalation process should be implemented to 

supplement the current checking mechanisms. This approval could 

be undertaken by email or adoption of similar electronic sign off to 

the approach highlighted in R1, with the use of email or digital 

measures such as DocuSign to document the approval.  

Senior management 
approval may not be 
completed prior to the 
payroll being run.  

R4  The College should 
introduce an additional 
escalation mechanism, 
which would supplement 
the existing HR checks, in 
order to ensure senior 
management approval 
before the BACS payment 
run.  
 

Agreed 
 
 
 
 
 
To be actioned by: Assistant 
Principal, Human Resources 
 
No later than: 31 May 2021 

Grade 3 
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Paper Title Internal Audit Plan 2020/21 Progress Report  

Agenda Item 21.07 

Paper Number 21.07A 

Responsible Officer  Henderson Loggie, Internal Auditors 

Status Disclosable 

Action For Discussion 

 
1. 

 
REPORT PURPOSE 

  
 The purpose of this report is to provide a summary of the progress against 

the Internal Audit Plan for 2020/21, as being completed by Henderson 
Loggie. 

  
2. RECOMMENDATION 
  
 Committee Members are invited to review and discuss this paper. 
  
3. BACKGROUND 
  
 
 
 
4. 
 
 
 

The attached shows the planned timescales for reporting to the Audit 
Committee for each of the audit areas within the 2020/21 Internal Audit Plan.  
 
RISK ANALYSIS 
 
There are no specific risk implications in this paper. 

5. LEGAL IMPLICATIONS/ FINANCIAL IMPLICATIONS/ REGIONAL 
OUTCOME AGREEMENT IMPLICATIONS 

  
 The College is required to have an internal audit function undertaken each 

year as part of the Financial Memorandum. 
  
6. HAS AN EQUALITY IMPACT ASSESSMENT BEEN CARRIED OUT 
  
 N/A 
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AUDIT COMMITTEE 

Date of Meeting  3 March 2021 

Paper Title College Strategic Risk Register  

Agenda Item 21.08 

Paper Number 21.08A 

Responsible Officer  Janet Thomson, Vice Principal Resources and College 

Development 

Status Disclosable 

Action For Discussion 

  
1 REPORT PURPOSE 
  
1.1 This report considers the College’s Strategic Risk Register which is updated 

regularly and reported to the Board of Management on a quarterly basis.  
  
2 RECOMMENDATION 
  
2.1 Committee Members are invited to discuss this paper. 
  
3 BACKGROUND 
  
3.1 The College’s Strategic Risk Register is attached as at 23rd February 2021.  

 
3.2 The changes since last reported to the Board in December are highlighted in 

red which are only changes to some of the narrative in the mitigating actions. 
  
4 RISK ANALYSIS 
  
4.1 The College Strategic Risk Register is a key part of the College’s risk 

management framework 
  
5 LEGAL IMPLICATIONS/FINANCIAL IMPLICATIONS/REGIONAL 

OUTCOME AGREEMENT IMPLICATIONS 
  
5.1 The College is required to have a risk register as part of the Financial 

Memorandum and the financial implications are detailed within the financial 
risks section of the College Strategic Risk Register. The College also submits 
its Risk Register to GCRB who review the Risk Registers of the three 
Glasgow Colleges as well as having their own Risk Register. 
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6 HAS AN EQUALITY IMPACT ASSESSMENT BEEN CARRIED OUT? 
  
6.1 N/A 
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Page 1

GLASGOW CLYDE COLLEGE - STRATEGIC RISK REGISTER INCL. COVID 19 IMPACTS Key of abbreviations : SFC = Scottish Funding Council, GCRB = Glasgow Colleges Regional Board, GCG = 
Glasgow Colleges Group, SDS = Skills Development Scotland, ESF = European Social Fund,  JISC = Joint 
Information Steering Committee

as at 23rd February 2021

Score Before Mitigating Actions Score After Mitigating Actions  

Risk Ref Risk Description Risk Category Link to Strategic Plan 
Themes

Risk Owner Probability Impact Risk Score Mitigating Actions Probability Impact Risk 
Score

Risk Ranking 
after mitigating 
actions

Risk Timing -
Short / 

Medium/ Long 
Term

Risk Score at 
last report to 
the Board  

Risk Increasing/ 
Decreasing/ No 

Change

Financial Risks

F1 Failure to achieve surplus 
targets for  commercial 
activity/Failure to 
achieve/maintain planned  
levels of non-SFC income 

Financial / 
COVID impacts

Theme 2 and 5 - 
Partner of Choice and 
Financial Resilience 
through Operational 
Excellence 

Assistant 
Principal  
International and 
Business 
Development

5 5 25 i) Previous ambitious commercial income/surplus growth plan now in recovery plan stage for 
2020/21 and to rebuild for future years by each sector area based on medium and long term 
impacts following COVID 19 virus.
ii) Regular monitoring between Business Development Unit, External Funding Unit and Faculty 
Management of commercial activity/non-SFC activity and future replacement activity will be 
identified as far as can be estimated however significant impacts likely through 2020/21 at 
least.
iii) Pipeline of activity being re-established as much as possible based on on line or on site 
delivery
iv) FWDF key element of total activity and increasing based on recent funding  announcements
v) Greater use of digital marketing to promote course areas as effectively as possible
vi) Costing templates completed for all commercial activity. In year staff costs transfers of 
permanent staff costs. ongoing.
vii) Increased engagement and marketing effort during COVID to try to maintain as much of 
business as possible and to open and grow new income streams e.g. for retraining.
viii) Spread of activity across a range of activity areas to reduce risk of one large contract failure 
to overall surplus.
ix) Review and develop market opportunities through business development strategy and 
growing new markets. 
x) Keep informed of constitutional change implications of Brexit and impact on non-SFC activity 
for the College. Involvement in College sector Brexit forum. 
xi) Continued work with key partners to ensure successful projects delivered and funding 
maintained as much as possible.

5 5 25 F1 Short 25 No change

F2 Failure to reduce College 
cost base on managed 
basis to meet requirements 
of the three year financial 
forecast

Financial/ 
Organisational/ 
COVID impacts

Theme 5 - Financial 
Resilience through 
Operational Excellence 

Principal/ 
Vice Principals

5 5 25 i) Financial plan prepared which shows required cost reductions based on anticipated income 
reductions due to COVID impacts.
ii) Cost reduction plan being implemented which requires reduction in staff levels and significant 
cuts in non-staff budgets across the College where possible. VS Reductions and academic 
management restructure now being implemented to later timescales.
iii) Process of review of all areas to seek cost reductions, as well as seeking further efficiency 
through improved business processes. 
iv) Plan had first staff restructure area change from October 2019 and through use of current 
VS schemes and variation to scheme with required agreement with GCRB and SFC.
v) Successful bid Application to GCEF for additional funding support from November 2020.
vi) Discussion on future potential changes being taken forward including academic 
management restructure.
vii) Zero based budgeting from for 19/20 onwards for non-staff costs.

4 5 20 F2 Medium 20 No change

F3 Failure to achieve 
contracted overall teaching 
delivery targets for any key 
partner (SFC/SDS/ESF)

Financial/ 
Organisational/ 
COVID impacts

Theme 2 and 3 - 
Partner of choice and 
Unrivalled Student 
Experience

Vice Principal - 
Curriculum & 
External 
Relations

5 4 20 i) Annually plan and deliver portfolio to required quality standards, ensuring appropriate 
recruitment, and improved retention of students.
ii) Discussions within Glasgow Colleges Group and with other partners to plan curriculum and 
make changes annually to meet market needs and Government and SFC guidance
iii) Focussed support for students to deliver student experience and to ensure stated teaching 
activity targets are met. 
iv) Closely monitor tuition fees income to assess potential COVID impacts on income 
iv) Work closely with relevant partners to ensure programmes implemented as planned  
v) Aim to ensure annually all relevant agency (e.g. SDS) milestones and documentation 
requirements achieved 
vi) College undertake effective competitor analysis, clear branding and focused marketing to 
maintain effective student recruitment. Again significant COVID impacts on ongoing basis.

4 4 16 F3 Short 16 No change

F4 Failure to be able to fund 
the proposed VS scheme

Financial/ 
Organisational

Theme 5 - Financial 
Resilience through 
Operational Excellence 

Principal /Vice 
Principals

4 5 20 i)Financial plan prepared and FFR which show recovery after VS scheme and financial 
sustainability plan implemented
ii) Discussions within Glasgow Colleges Regional Board 
iii) Cost reduction plan being implemented which requires reduction in staff levels and significant 
cuts in non-staff budgets across the College where possible
iv) If VS scheme not able to be achieved will have to move to compulsory redundancy action
iv) Ensure stated teaching activity targets are met re SFC requirements. 

3 5 15 F4 Medium 15 No change

F5 Adverse Funding changes 
in 2020/21(SFC/SDS/ ESF)

Financial / 
COVID Impacts

Theme 5 - Financial 
Resilience through 
Operational Excellence 

Principal/ 
Vice Principals

4 5 20 i) Financial plans developed by College Senior Leadership and monitored within framework of 
available activity through Glasgow Regional funding for teaching, student support funds and 
capital. Portfolio planning key element of cost base and monitored on ongoing basis. Portfolio 
for 2020/21 being monitored with blended/ on line activity where possible.
ii) Continue to aim to inform and influence funding allocations through Principals' Forum, 
Glasgow Colleges Regional Board, MSPs, and other appropriate bodies. SFC funding 
allocation for 2020/21 confirmed.  
iii) Work with Colleges Scotland and Scotland's Colleges Partnership on lobbying regarding 
impact on ESF funding and development of future alternative resources. Closely monitor ESF 
delivery levels and suitable record keeping.
iv) Projects progressed to address priority items as per College Capital masterplan based on 
affordability.
v) College working to achieve Flexible Workforce Development Fund target levels however this 
was impacted by COVID 19 arrangements and number of the related areas now moved to on 
line delivery.

3 4 12 F5 Short 12 No change
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Score Before Mitigating Actions Score After Mitigating Actions  

Risk Ref Risk Description Risk Category Link to Strategic Plan 
Themes

Risk Owner Probability Impact Risk Score Mitigating Actions Probability Impact Risk 
Score

Risk Ranking 
after mitigating 
actions

Risk Timing -
Short / 

Medium/ Long 
Term

Risk Score at 
last report to 
the Board  

Risk Increasing/ 
Decreasing/ No 

Change

Organisational Risks

O1 Failure of College 
operational processes/ 
systems/ ICT infrastructure 
including risk of cyber 
attack or fraud 

Organisational/ 
COVID impacts

Theme 5 - Financial 
Resilience through 
Operational Excellence

Vice Principal 
Resources & 
College 
Development & 
Vice Principal- 
Curriculum & 
External 
Relations

4 5 20 i) Monitoring systems in place across College and feedback from relevant staff. Any issues 
addressed as necessary and action taken. Need to ensure key systems not impacted by 
financially challenging budget. Many systems cloud based and using remote desktop for staff to 
access files while home working. Delivered laptops and wireless devices to staff and students 
who need them within available resources.
ii) Business system improvement process in place
iii) Infrastructure designed not to have single points of failure with all campuses operating a 
sophisticated dual-core network topology. 
iv) Virtualisation infrastructure which improves server resilience with two main data centres at 
different campuses.
v) Member of JISC Information Security service which provides support to secure against cyber 
attack and regular ICT network penetration testing undertaken.
vi) ICT backup procedures and Disaster Recovery planning. Cyber essentials plus status 
achieved.
vii) Web filtering technology in place and uninterruptable power supply in place. 
viii) Fraud response plan in place

4 4 16 O1 Medium 16 No Change

O2 Failure in any area of 
College data management 
processes

Organisational/ 
Reputational/ 
COVID impacts

Theme 5 - Financial 
Resilience through 
Operational Excellence

Vice Principal 
Resources & 
College 
Development & 
Vice Principal- 
Curriculum & 
External 
Relations

4 5 20 i) Ongoing monitoring by ICT of any potential systems being targetted
ii) ICT backup procedures and Disaster Recovery planning
iii) Data protection officer in place who has set up processes for the College for any potential 
data breaches.
iv) Document retention scheme in place for all key record types
v) Member of JISC Information Security service which provides information on data 
management and any sectoral updates.
vi) ICT backup procedures and Disaster Recovery planning. Penetration testing exercise 
completed. Cyber essentials plus status achieved.
vii) Web filtering technology in place 
viii) Homeworking guidance in place for staff

4 4 16 O2 Medium 16 No change

O3 Failure to achieve 
acceptably high standard 
quality of teaching delivery 
and support for students 
and suitable student 
experience

Organisational/ 
Financial/ COVID 
impacts

Theme 1 & 3 - 
Inspirational Learning & 
Teaching & Unrivalled 
Student Experience

Vice Principal - 
Curriculum & 
External 
Relations

5 5 25 i) Monitor of teaching KPIs across all subject areas and action taken to address areas of 
concern. 
ii) Quality mechanisms undertaken through annual cycle including self evaluation and internal 
and external verification processes.
iii) Heads of Curriculum and Unit Managers monitor quality and delivery of service during year 
and follow up on any issues. College staff training programme and E learning team support 
staff in new blended learning needs and updating course materials.
iv) Faculty staff work with students association, class reps and student feedback mechanisms 
to monitor feedback on quality and follow up on any issues    
v) Deployment of digital resources to areas of need to assist in delivering blended learning 
approaches as well as the enhanced use of the VLE          
vi) Development of classroom observation protocol as intimated in national bargaining
vii) Make efficiencies in business processes to deliver quality of services
viii) Monitor feedback from student focus groups on student experience 
ix) Enhance the monitoring of a range of KPI data on an ongoing basis to quickly identify any 
emerging negative trends in student performance.

4 4 16 O3 Medium 16 No change

O4 Negative impact on 
employee relations (e.g. 
national bargaining, 
industrial action, local 
consultation)

Organisational / 
Reputational

Theme 4 - Employer of 
Choice

Principal/ 
Assistant 
Principal HR

4 5 20 i) Focussed work with Trade Unions, specific and regular meetings with senior management, 
ensuring good flow of information, and ongoing communications. 
ii) Regular direct communication with staff e.g. staff briefings, focus groups.
iii) COVID 19 related communication sent regularly to all staff from the Principal and union 
involvement in risk assessment discussions
iii) Representation made through Employers Association Group, Colleges Scotland, Principals 
Forum, and GCRB, within national bargaining process. 
iv) Emphasis being made nationally on imperative of financial sustainability and affordability 
issues particularly given increased staffing costs and challenges of the Glasgow Regional 
context.
v) Discussion with unions on impact on College financial sustainability and organisational 
impacts.
vi) Business continuity planning used to ensure all stakeholders appropriately communicated 
with in any potential industrial action. 
vii) Ensure transparency of consultation process to maximise opportunities for enhanced 
communications with Trade Unions

3 5 15 O4 Short 15 No change. 
Academic 
management 
structure timing 
delayed except for 
VS leavers.

O5 High Impact Disaster for 
College e.g. fire, long term 
power loss 

Organisational/ 
COVID impacts

Theme 5 - Financial 
Resilience through 
Operational Excellence

Vice Principal - 
Resources & 
College 
Development

3 5 15 i) Health and safety risk assessments in place and required testing and audits completed on an 
annual cycle
ii) Business Continuity Plan for College in place.  
iii) Estates condition survey completed and prioritising projects through estates based on 
affordability.
iv) Business interruption insurance in place.

3 4 12 O5 Medium 12 No change



Paper 20.91A

Page 3

GLASGOW CLYDE COLLEGE - STRATEGIC RISK REGISTER INCL. COVID 19 IMPACTS Key of abbreviations : SFC = Scottish Funding Council, GCRB = Glasgow Colleges Regional Board, GCG = 
Glasgow Colleges Group, SDS = Skills Development Scotland, ESF = European Social Fund,  JISC = Joint 
Information Steering Committee

as at 23rd February 2021

Score Before Mitigating Actions Score After Mitigating Actions  

Risk Ref Risk Description Risk Category Link to Strategic Plan 
Themes

Risk Owner Probability Impact Risk Score Mitigating Actions Probability Impact Risk 
Score

Risk Ranking 
after mitigating 
actions

Risk Timing -
Short / 

Medium/ Long 
Term

Risk Score at 
last report to 
the Board  

Risk Increasing/ 
Decreasing/ No 

Change

O6 Failure to achieve a 
sustainable fit for purpose 
College estate

Organisational/ 
Financial

Theme 1 & 5 - 
Inspirational Learning & 
Teaching& Financial 
Resilience through 
Operational Excellence

Vice Principal - 
Resources & 
College 
Development

4 4 16 i) Capital masterplan in place and related to estates condition survey. Funding for very high 
priority items allocated by GCRB to College.
ii) Work with GCRB and SFC to ensure fully informed of estates requirements. 
iii) Estates Strategy Review completed
iv) Need to plan within very tight resources due to financially challenging budget and items will 
be rephased as required.
v) Plans for projects for use of the estates high priority maintenance funding
vi) Monitor use of College estate as result of COVID impacts and updated cleaning regime in 
place. 

3 3 9 O6 Long g No change

O7 Failure to recruit and retain 
an appropriately skilled and 
effective workforce 

Organisational/ 
Reputational

Theme 1 & 4 - 
Inspirational Learning & 
Teaching & Employer of 
Choice

Assistant 
Principal HR

3 5 15 i) Recruitment and retention of staff for a few skills areas remains challenging and College 
continues to use a range of approaches as appropriate.
ii) Maintain open channels of communication with trade unions, college managers and their 
staff, and effective attendance management process in place. 
iii) All new staff have an induction process and annual training programme undertaken.
iv) Cover arranged as required for absence of key staff members.
v) Appropriate CPD provided for staff to meet identified skills gaps
vi) Managers work with their staff to consider any enhancements to skillsets and access to 
training e.g. webinars. General risk across staff in new levels of home working. 
vi) Need to manage to retain appropriate staff through challenge of restructures

2 4 8 O7 Medium 8 No change
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Score Before Mitigating Actions Score After Mitigating Actions  

Risk Ref Risk Description Risk Category Link to Strategic Plan 
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Risk Owner Probability Impact Risk Score Mitigating Actions Probability Impact Risk 
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actions
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Term
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Governance Risks

G1 Failure to comply with 
Health and Safety and 
Safeguarding requirements

Organisational/  
COVID Impacts

Theme 1 & 5 - 
Inspirational Learning & 
Teaching& Financial 
Resilience through 
Operational Excellence

Assistant 
Principal HR

4 5 20 i) Glasgow Clyde College Health and Safety and Safeguarding Committee and Campus 
Forums meet regularly to monitor health and safety arrangements and any issues are raised. 
ii) Safeguarding officers and safeguarding forum on each campus 
iii) COVID related operating arrangements discussed at SLT.
iv) Health and Safety Officers working across the three campuses and ensure annual cycle of 
health and safety audits are completed
v) Regular reporting on Health and Safety to Organisational Development Committee as part of 
their remit requirements              
vi) Full review of Health and Safety Policy and Procedures being undertaken

3 5 15 G1 Short 15 No change

G2 Failure to  meet all 
legislative and regulatory 
requirements and/or 
recommended guidance

Governance/ 
Reputational/ 
COVID Impacts

Theme 2, 4 & 5 - 
Partner of choice, 
Employer of Choice, & 
Financial Resilience 
through Operational 
Excellence

Principal/ Clerk to 
the Board

4 5 20 i) Work within roles, responsibilities and legal implications of Legislation and associated related 
guidance. 
ii) Liaison with and maintaining ongoing dialogue with relevant bodies e.g. SFC, GCRB and 
Scottish Government. College ensure full knowledge and implementation of legislative, 
regulatory and guidance requirements including requirements of Financial Memorandum with 
GCRB. 
iii) Close involvement in ongoing discussions on COVID 19 implications with SFC and 
representative forums to contribute towards sector input to seek support for current and future 
resultant challenges
iv) Individual managers required to keep up to date with legislation relating to their areas and 
implement appropriate controls
v) Ensure Board have appropriate training on key guidance and legislation and take proactive 
role in ensuring meet all requirements. 
vi) Modern Slavery statement in place 
vii) Quality audit process in place and DELTA project delivering greater levels of blended 
learning with staff
viii) Seek legal advice as required.  
ix) Data Protection Officer in place to advise on General Data Protection Regulation/ Data 
Protection matters. 

3 4 12 G2 Medium 12 No change

G3 Failure to recruit, train and 
retain an appropriately 
experienced Board of 
Management

Governance Theme 1, 2, 3, 4 & 5 - 
inspirational Learning & 
Teaching, Partner of 
Choice, Unrivalled 
Student Experience, 
Employer of Choice, & 
Financial Resilience 
through Operational 
Excellence

Clerk to the 
Board

3 4 12 i) Continue to maintain membership of Board of Management at suitable level with the correct 
level and mix of skills. Succession planning taking place with the Nominations Committee 
considering future vacancies well in advance.
ii) Annual self assessment for Board members and training provided as required.
iii) Board effectiveness review completed and being updated
iv) Induction provided for all new Board members.
v) Ensure Board undertake an ongoing programme of training to meet CPD needs.
vi) Board member handbook in place and an annual review/update to be undertaken.

2 3 6 G3 Medium 6 No change
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